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Chairman Brown, Ranking Member Scot, and members of the commitee, thank you for the opportunity 
to tes�fy today for a hearing “Examining Scams and Fraud in the Banking System and Their Impact on 
Consumers.”  My name is Paul Benda, and I serve as Execu�ve Vice President, Risk, Fraud and 
Cybersecurity for the American Bankers Associa�on (ABA).  The American Bankers Associa�on is the 
voice of the na�on’s $23.4 trillion banking industry, which is composed of small, regional, and large 
banks that together employ approximately 2.1 million people, safeguard $18.6 trillion in deposits, and 
extend $12.3 trillion in loans.  Our members know that fraud takes a financial and emo�onal toll on their 
customers and banks of all sizes are making extraordinary efforts to protect and safeguard customer 
accounts as fraud has become more sophis�cated. 

Introduc�on 

From using breakthrough technologies such as genera�ve ar�ficial intelligence (AI) to old fashioned the� 
of checks out of mailboxes, criminals are relentlessly pursuing new ways to scam consumers and small 
businesses and steal money from their bank accounts. Banks have a long history of improving and 
innova�ng to protect their customers—from the adop�on of chip-enabled credit cards to mul�-factor 
authen�ca�on to protect user accounts to the use of advanced AI tools to warn customers about 
poten�ally fraudulent transac�ons—banks have been on the front lines of innova�on and deploying 
advanced capabili�es to protect their customers. Unfortunately, however, the fight against these 
criminals is one that banks cannot win on their own. 

A recent example of widespread fraud efforts occurred when criminals took advantage of the economic 
devasta�on of Covid-19 and the unprecedented government response to support small businesses and 
out-of-work Americans.  By the government’s own es�mate over $300B12 was lost, fueling the growth of 
more organized and sophis�cated networks of financial criminals who con�nue to look for new ways to 
keep the illicit funds flowing.  The criminals are now using the tools and networks they built during the 
pandemic, along with secure messaging technology, to share tac�cs, techniques and procedures to 
expand their reach, finding new people to cash stolen checks and provide “mule” bank accounts3 to 
receive and move the funds.  They are also becoming more sophis�cated, using new advanced deepfake 

 
1 See: htps://www.sba.gov/sites/sbagov/files/2023-06/SBA%20OIG%20Report%2023-09.pdf 
2 htps://www.sba.gov/sites/sbagov/files/2023-06/SBA%20OIG%20Report%2023-09.pdf 
3 Money mules are people who, at someone else’s direc�on, receive and move money obtained from vic�ms of 
fraud. 



technologies to change their voice and appearance in real-�me video calls to execute romance and 
impersona�on scams.  A significant por�on of the $300B that was stolen during the pandemic has been 
reinvested by these criminals to create a highly advanced and sophis�cated adversary who is a far 
departure from the basic phishing scams of yesteryear.  

These criminals can’t be stopped by banks alone, and we support law enforcement as they combat this 
scourge. While banks need to have the technology and infrastructure in place to defend themselves and 
their customers, they can only provide the leads necessary for law enforcement to track down the 
perpetrators. Banks also need the telecom companies and their regulators to close regulatory loopholes 
that allow criminals to spoof legi�mate names and phone numbers to convince customers they are 
speaking with a bank. Banks need social media companies to proac�vely root out accounts pretending to 
be bank employees or financial advisors to convince people to put their money into their investment 
scams. Banks need the postal service to improve the security of the mail system so that when someone 
mails a check, it won’t get intercepted, stolen, altered and cashed by the criminal. Most importantly, 
banks need strong partnerships with law enforcement, so the resources to combat these crimes match 
the amount of money being stolen from consumers.  And when these criminals are caught, the 
punishments must match the crime, so these offenders won’t con�nue to steal from American 
consumers and businesses. Banks also welcome the chance to partner with community-based 
organiza�ons that are doing cri�cal work in this area, as they are trusted voices in many 
underrepresented communi�es. 

Banks clearly play a key role in figh�ng fraud, but unless every player in the ecosystem joins the fight, 
criminals will con�nue to steal at a scale we’ve never witnessed before.  

State of Fraud Today 

Banks have made significant progress in protec�ng themselves and their customers from being hacked. 
One recent industry analysis found that Financial Services, which is a category that includes more than 
just banks, account for only 5.4% of ransomware atacks in Q3 2023.4  Unfortunately, bank customer 
losses from scams and fraud have been increasing significantly. Reliable data on consumer fraud is 
scarce, but the Federal Bureau of Inves�ga�on’s (FBI) Internet Crime Complaint Center (IC3) is the 
na�on’s hub for businesses and consumers to report cybercrime and elder fraud.5  This data is limited to 
certain types of fraud,  and therefore under-reports the true dollar amount of fraud perpetrated, but it is 
s�ll a useful proxy to iden�fy trends and compare the number of different internet-based scams. 

In the IC3’s 2022 Internet Crime Report (“the Report"), released in March 2023, data showed a nearly 
50% increase in losses reported by consumers and businesses from 2021 to 2022.  

 
4 htps://www.coveware.com/blog/2023/10/27/scatered-ransomware-atribu�on-blurs-focus-on-ir-fundamentals 
5 www.ic3.gov 



 

Figure 1. Complaints to IC3 over the last five years6 

 

According to the Report, the top three categories of scams in order of vic�m losses were investment 
scams, business email compromise, and technical support scams. The rise of investment scams was 
especially pronounced with an increase of 127% from 2021 of $1.45B to $3.31B lost.  

While the top three scams rely on different mechanisms, impersona�on is the common enabling factor.  
Impersona�on scams can take many different forms, including a criminal pretending to be a financial 
advisor or roman�c partner to convince someone to invest in the next “can’t miss” opportunity, or a 
criminal who has hacked a realtor’s email account and then convinces the buyer to change the wiring 
instruc�ons for the home closing costs.  

Impersona�on scams directly affect banks and their customers. In June 2023 the Federal Trade 
Commission (FTC) published a Data Spotlight7 that iden�fied the top text messaging scams of 2022. The 
top scam was an impersona�on scam—which is o�en in the form of a fake fraud alert from a bank: 

Reports about texts impersona�ng banks are up nearly twentyfold since 2019. You might 
get a fake number to call about supposed suspicious ac�vity. Or they might say to reply 
“yes or no” to verify a large transac�on (that you didn’t make). If you reply, you’ll get a 
call from the (fake) fraud department. People say they thought the bank was helping 
them get their money back. Instead, money was transferred out of their account. This 
scam’s median reported loss was a whopping $3,000 last year. 

 
6 htps://www.ic3.gov/Media/PDF/AnnualReport/2022_IC3Report.pdf 
7 htps://www.�c.gov/news-events/data-visualiza�ons/data-spotlight/2023/06/iykyk-top-text-scams-2022 



It’s not just the private sector that is being impersonated. Just this year the Consumer Financial 
Protec�on Bureau (CFPB) became the vic�m of an imposter scam, confirming that “scammers are using 
CFPB employees’ names to try to defraud members of the public. We’ve heard from people, specifically 
older adults, who received phone or video calls.”8 Unfortunately, many �mes these types of scams 
impersona�ng public and private en��es are aided by inadequate technology controls that allow the 
criminals to show a legi�mate business or agency phone number and name on caller ID giving an air of 
authen�city to the criminal.  

Though losses from the internet and impersona�on-based scams are most prominent, check fraud has 
become one of the fastest-growing categories of fraud impac�ng consumers across the country.  
However, as noted above, it is extremely difficult to gather the actual volume of check fraud being 
perpetrated as there is no central repository of data. The IC3 does provide some data, but it combines 
check and credit card fraud for a value of $264M for 2022. Judging by what we are hearing from our 
members, this very likely under-represents the actual volumes of check fraud; one bank alone has 
reported losses of over $100M in a single quarter due to check fraud.  

In order to determine if the anecdotal growth being reported is accurate, we must cross reference it with 
trend data. Treasury’s Financial Crimes Enforcement Network (FinCEN)— charged with collec�ng and 
analyzing informa�on about financial transac�ons to combat money laundering and financial crimes, 
including confiden�al Suspicious Ac�vity Reports (SARs) banks are legally required to file—provides one 
such source. FinCEN categorizes and tracks the types of SARs being filed and the growth of check fraud-
related reports by banks and other financial ins�tu�ons has become so substan�al that early last year 
FinCEN published an alert on the “Na�onwide Surge in Mail The�-Related Check Fraud Schemes 
Targe�ng the U.S. Mail.” The alert states: 

In 2021, financial ins�tu�ons filed more than 350,000 SARs to FinCEN to report poten�al 
check fraud, a 23 percent increase over the number of check fraud-related SARs filed in 
2020.  This upward trend con�nued into 2022, when the number of SARs related to 
check fraud reached over 680,000, nearly double the previous year’s amount of filings.9 

Even though the exact dollar value of fraud being commited can’t be determined, the trends are clear 
and troubling. Fraud is increasing across all channels. Banks are inves�ng heavily in new technologies 
and capabili�es to try to stop it, but when customers are duped into giving their money to criminals or 
mail gets stolen from a post office, there are limits to what banks can do. Atacking these trends requires 
work in the following areas: 

o Continue to Enhance Banks’ Anti-Fraud Operations – The scale of fraud being experienced 
may make exis�ng procedures and policies obsolete and banks must con�nue to look for 
ways to improve bank to bank recoveries and customer experiences. 

o Increase Consumer Education – Securing someone’s account doesn’t help if they can be 
convinced to willingly hand over their money or their login creden�als. 

o Close Loopholes to Stop Impersonation Scams – Too many loopholes, such as phone number 
spoofing, exist allowing criminals to impersonate legi�mate businesses and agencies. 

 
8 htps://www.consumerfinance.gov/about-us/blog/beware-of-new-cfpb-imposter-scams/ 
9 htps://www.fincen.gov/sites/default/files/shared/FinCEN%20Alert%20Mail%20The�-
Related%20Check%20Fraud%20FINAL%20508.pdf 



o Improve Information Sharing – Criminals have an ac�ve informa�on sharing ecosystem that 
banks and the public sector must match to try to slow the flow of illicit funds. 

o Enhance Collaboration with Law Enforcement and Regulators – Law enforcement plays a 
cri�cal role in stopping fraud and ensuring perpetrators are prosecuted and prevented from 
further ac�vity. 

Banks are Con�nually Improving An�-Fraud Opera�ons 

The rise in fraud has not only impacted consumers but banks as well. The rise in the volume of cases, the 
complexity of processing check fraud claims, and the significant churn in personnel that occurred as a 
result of the pandemic created very significant opera�onal challenges for banks, resul�ng in processing 
delays for check fraud claims.  

Banks are working diligently to reduce current �melines and improve the overall experience for 
customers. In the majority of instances, and assuming a customer reports the fraud promptly, they are 
not liable for a fraudulent check and the bank will make them whole. The process requires the bank that 
accepted the check for deposit (bank of deposit) and the bank that issued the check (the paying bank) to 
work out liability under applicable state law and contractual agreements. This is achieved in a number of 
ways, depending on the reason the check is unpayable. For certain claims, the paying bank whose 
customer has no�fied them of a fraudulent check will file a check warranty breach claim with the bank of 
deposit. Given the wide range of banks involved, one of the biggest challenges is determining a point of 
contact with which to exchange a claim.  

Recognizing this challenge, in 2023 ABA worked collabora�vely with other industry groups to establish a 
check fraud working group focused on expedi�ng the processing of check fraud claims. Among other 
things, the working group exchanged points of contact and documenta�on requirements to process a 
claim.  And while the working group focused on the banks handling the vast majority of claims, its 
success has resulted in ABA developing an online check fraud directory that any bank—whether an ABA 
member or not—can access for free as long as they reciprocate and provide their contact informa�on. In 
just over six months the directory has grown to nearly 1,700 banks, and we have heard from banks how 
invaluable this resource is in speeding up the claim processing �meline. Our job is not done yet, and we 
con�nue efforts to expand the number of par�cipa�ng banks in the directory. 

In addi�on to the directory, the check fraud working group has undertaken efforts to improve the overall 
claims process for banks and customers alike, including: 

o Dra�ing a Universal Warranty Breach Claim form to help standardize the required 
informa�on for a claim, reducing duplica�ve submissions. 

o Reducing burdensome documenta�on hurdles by encouraging banks to drop notariza�on 
requirements.  

o Making it easier to file a claim if a customer’s stolen check was going to pay a recurring bill 
to a large company (e.g., an electric u�lity) by not requiring the normally standard affidavit 
from the u�lity, which can be very difficult for the consumer to obtain. 

o Developing industry baselines for no�fying the paying bank when a claim was received, 
assigning it a claim number, and providing an es�mated �me for processing. 

o Atemp�ng to standardize the �me a�er a claim has been adjudicated and paid out, which 
can vary significantly. 



The processing of check warranty breach claims is surprisingly complex and difficult, but banks and the 
ABA are commited to improving the system.  

Banks Provide Extensive Consumer Educa�on 

Consumers are on the front lines of this fight, and we need to do all we can to ensure they have the tools 
and knowledge they need to protect themselves. Many banks have significantly increased their 
educa�on of customers. For example, many provide �ps for spo�ng scams in branches, customer 
communica�ons, and websites and provide �mely warnings that customers not share passcodes or send 
money to people they do not know, in addi�on to par�cipa�ng in ABA’s cross-industry consumer 
educa�on efforts 

However, while banks can help to keep customers’ accounts secure, these controls can be defeated if a 
criminal convinces the customer to let them into the customer’s account or to send them money. 
Ul�mately, banks have litle power to stop customers from withdrawing their own money, and indeed 
vic�ms o�en are coached to ignore the bank employees who warn them not to withdraw or send the 
money. People need to hear from other sources as well, and ABA encourages other trusted sources, such 
as government actors or nonprofits, to partner with us to amplify the important work banks are doing to 
educate consumers on fraud.  

Stopping Phishing 

One of ABA’s most important consumer protec�on ini�a�ves is our #BanksNeverAskThat10 an�-phishing 
campaign. Since its launch in October 2020, we have helped educate millions of consumers on how to 
spot common scams from bad actors posing as their bank.    

The public awareness campaign, developed with input from banks of all sizes across the country, 
educates consumers by posing ridiculous ques�ons banks would never ask a customer. Using humor and 
bold graphics, we hope to drive home the message that your bank will also never ask for your password, 
pin or social security number. ABA provides all of the campaign materials free of charge to any bank in 
the country interested in par�cipa�ng, so they can deliver the #BanksNeverAskThat messaging in their 
local markets.   

The campaign has increased in size and scope each year. To date, more than 2,300 banks have 
par�cipated in #BanksNeverAskThat and spread its educa�onal content to millions of Americans through 
social media, bank websites, ATM screens and bank branches across the country. ABA has promoted the 
campaign na�onally and anyone who has been to a Capitals, Wizards or Na�onals game has probably 
seen its educa�on message.   

In 2023, ABA launched a Spanish language version of the campaign, available at 
www.BancosNuncaPidenEso.com. This year’s campaign also features an interac�ve quiz, an educa�onal 
video game and short entertaining videos. The campaign has been recognized by federal, state, and local 
officials for its consumer protec�on message, and it has received numerous na�onal awards for its 
crea�ve approach. We’ve briefed other industry trade groups interested in launching something similar 
and are already planning for next year’s campaign.   

 
10 www.banksneveraskthat.com 



Combating Elder Fraud 

In addi�on to its public outreach campaign, ABA through the ABA Founda�on has ac�ve programs to 
protect seniors from scams. Given the seriousness of the issues facing older customers, ABA works 
through its non-profit founda�on to ensure that all banks, irrespec�ve of membership status, can access 
tools and resources to prevent, detect, and combat elder financial exploita�on.  

The ABA Community Engagement Founda�on, known as the ABA Founda�on, is a 501(c)3 corpora�on 
that helps banks and bankers make their communi�es beter. Through its leadership, partnerships and 
na�onal programs, the Founda�on supports bankers as they provide financial educa�on to individuals at 
every age, elevate issues around affordable housing and community development and achieve corporate 
social responsibility objec�ves to improve the well-being of their customers and communi�es. 

The ABA Founda�on offers banks a free toolkit on “Protec�ng the Financial Security of Older Americans.” 
This three-part resource is designed to help banks develop a framework on educa�ng and engaging their 
communi�es on preven�ng elder financial exploita�on.   

Since 2016, more than 1,850 banks have par�cipated in the ABA Founda�on’s Safe Banking for Seniors 
program.11 Through the free ini�a�ve, par�cipa�ng banks have access to turnkey materials to inform 
their communi�es about avoiding scams, choosing executors, financial caregiving, preven�ng iden�ty 
the�, known perpetrator fraud, and understanding powers of atorney. Banks use the materials to help 
empower their communi�es and lead a combina�on of in-person and virtual workshops, post videos and 
other content on social media, and share vital informa�on during one-on-one conversa�ons at teller 
sta�ons. All the resources are available at no cost to ABA member and non-member banks. 

Through a prior partnership with the FTC, the ABA Founda�on also developed infographics to raise 
awareness about scams that dispropor�onately affect older customers. Banks and non-banks alike can 
freely access and disseminate materials on: Fake Check Scams, Government Imposter Scams, Imposter 
Scams, Money Mule Scams, Online Da�ng Scams,  Phishing Scams, and Peer to Payments.12 

While ABA’s campaigns have been instrumental in educa�ng the public, we are just one voice.  We need 
a na�onwide message coordinated among mul�ple agencies (including the CFPB and FTC), nonprofits, 
and private companies to promote a simple and memorable ac�on plan for people of all ages facing 
scams. The campaign should also focus on dispelling the behavioral techniques scammers use in 
impersona�ng authori�es, indica�ng urgency, requiring secrecy, and manipula�ng people into ac�on.   

Changes are Needed to Stop Impersona�on Scams 

Criminals’ ability to impersonate legi�mate businesses or government agencies is a major challenge that 
needs to be addressed to reduce the amount of fraud Americans experience. The challenge can be made 
more difficult when criminals are able to misrepresent themselves either through a spoofed caller ID 
that shows a legi�mate business name and business’ phone number, or through stolen or copycat social 
media accounts that are indis�nguishable from real accounts.  

Currently technology can help criminals impersonate legi�mate actors through three primary channels: 

 
11  htps://www.aba.com/seniors  
12 htps://www.aba.com/advocacy/community-programs/consumer-resources/protect-your-money  
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https://www.aba.com/news-research/research-analysis/fake-check-scams-infographic
https://www.aba.com/news-research/research-analysis/government-imposter-scams
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https://www.aba.com/news-research/research-analysis/phishing-dont-take-the-bait
https://www.aba.com/news-research/analysis-guides/how-to-safely-use-mobile-payment-apps-and-services
https://www.aba.com/seniors
https://www.aba.com/advocacy/community-programs/consumer-resources/protect-your-money


o Spoofing of Caller ID – Criminals have figured out loopholes that allow them to "spoof” the 
numbers and names of legi�mate businesses with intent to defraud the call recipient. For 
example, banks have reported that customers have received calls that show they are coming 
from the 1-800 number listed on the back of their debit card. When a customer is presented 
with what they believe is technologically validated informa�on, it significantly aids the 
criminal in convincing the customer that they are from their bank. 

o Impersonation Text Messages – Criminals can use email-to-text tools to create text messages 
that look like they come from a bank or simply use similar numbers and formats to pretend 
they’re from a bank. These can include links to fake bank websites, call back numbers, or 
prompts that cause the criminal to call the customer to socially engineer them to give up 
security creden�als or send money from their accounts. 

o Stolen or Spoofed Social Media Accounts – The FBI reported that investment scams had the 
highest losses in dollars. There are many ways these scams can be perpetrated but one 
recent example is the unknowing takeover of actual bank employees’ social media accounts, 
which were then used to reach out to their connec�ons to convince them to invest in 
fraudulent investment scams.  

Spoofing of Caller ID Information 

The Secure Telephone Iden�ty Revisited (STIR) and Signature-based Handling of Asserted Informa�on 
Using toKENs (SHAKEN) caller ID authen�ca�on framework established by the Federal Communica�ons 
Commission (FCC) is meant to help protect consumers from illegally spoofed robocalls by verifying that 
the caller ID informa�on transmited with a par�cular call matches the caller’s telephone number.13 
Unfortunately, technical limita�ons of exis�ng networks used, par�cularly non-IP networks, and calls 
origina�ng from overseas communica�ons providers have hampered the effec�veness of the framework, 
leaving loopholes that criminals can exploit to spoof the data (i.e., phone number) shown on a 
consumer’s caller ID. We appreciate that the FCC con�nues to make progress in fully implemen�ng 
STIR/SHAKEN across all networks. Nonetheless, ABA strongly believes that more needs to be done. Only 
callers whose calls are fully authen�cated—signed at origina�on and atested throughout the call’s 
pathway—should be able to display data in the recipient‘s caller ID display. If at any point the 
authen�ca�on cannot be validated, the caller ID should simply display “unknown caller.” We recognize 
that due to technical limita�ons some legi�mate callers may have their caller ID data dropped, but we 
believe erring on the side of cau�on is the best course due to the vast scale of impersona�on fraud being 
commited. 

Addi�onally, we believe that telecommunica�ons providers who enable criminals to impersonate 
legi�mate numbers and incorrectly authen�cate their calls with impersonated numbers and company 
names should be held to account. We have expressed strong support14 for the FTC’s proposal to prohibit 
en��es from providing the “means and instrumentali�es” for another to impersonate a government or 
business.15  We agree with the statement made by the Na�onal Associa�on of Atorneys General in that 

 
13 htps://www.fcc.gov/call-authen�ca�on 
14 Leter from Am. Bankers Ass’n et al. to Lina Khan, Chair, Fed. Trade Comm’n (Dec. 16, 2022), HYPERLINK 
"htps://www.aba.com/advocacy/policy-analysis/impersona�on-proposal-comment-
leter/."htps://www.aba.com/advocacy/policy-analysis/impersona�on-proposal-comment-leter/. 
15 No�ce of Proposed Rulemaking and Request for Public Comment, Trade Regula�on Rule on Impersona�on of 
Government and Businesses, 87 Fed. Reg. 62,741, 62,751 (Oct. 17, 2022). 



proceeding that “when an en�ty provides substan�al assistance or support to impersonators and knows 
or should have known that their products [or] services are being used in a fraudulent impersona�on 
scheme, that company could also be held liable under the proposed impersona�on rule.”16 

The vast majority of telecommunica�ons providers follow the law, but those who know or should know 
that they are enabling criminals to steal from Americans should be held accountable and be liable for the 
harms they enable.  

Impersonation Text Messages 

Tex�ng has become a primary method of communica�on for Americans and criminals have shi�ed their 
tac�cs to “meet their customers where they are.” ABA has focused on ensuring that banks have the tools 
to iden�fy fraudulent tex�ng trends quickly enough to prevent or mi�gate customer harm. 
Unfortunately, banks are s�ll encountering barriers as they seek to prevent fraudulent texts from 
reaching customers. 

ABA has supported the FCC’s efforts to combat illegal text messages, but we believe more needs to be 
done. With ABA’s support, the FCC now requires “termina�ng mobile wireless providers” (providers that 
deliver calls to recipients) to inves�gate and poten�ally block texts from a sender a�er they are on 
no�ce from the agency that the sender is transmi�ng suspected illegal texts.17 We have urged the FCC 
to apply this requirement to en��es that originate text messages, as these en��es are best posi�oned to 
stop illegal texts from being sent in the first place.  Last spring, ABA iden�fied “email-to-text" as a 
common method by which bad actors send large numbers of phishing or otherwise fraudulent messages 
because the bad actor can load consumers’ cell phone numbers into an e-mail applica�on to send these 
texts.18 We support the FCC’s December 2023 statement encouraging providers to make email-to-text an 
opt-in service—whereby consumers have the op�on whether they receive text messages that originated 
through an email pla�orm.19    

We also have urged the FCC to finalize a requirement that text messages be authen�cated and set a 
deadline for the development and mandatory implementa�on of a text message authen�ca�on 
solu�on.20  As described earlier, bad actors use numerous approaches to impersonate legi�mate 
companies in text messages sent to consumers. The FCC should work with mobile wireless providers and 
other en��es involved in the tex�ng ecosystem to design an authen�ca�on framework that prevents 

 
16 Comments of Nat’l Ass’n of Atorneys General 10 (Feb. 23, 2022), htps://www.regula�ons.gov/ comment/ FTC-
2021-0077-0164. 
17 In the Matter of Targeting and Eliminating Unlawful Text Messages, CG Docket No. 21-402, Rules and Regulations 
Implementing the Telephone Consumer Protection Act of 1991, CG Docket No. 02-278, Advanced Methods to Target 
and Eliminate Unlawful Robocalls, CG Docket No. 17-59, Second Report and Order, Second Further No�ce of 
Proposed Rulemaking in CG Docket Nos. 02-278 and 21-402, and Waiver Order in CG Docket No. 17-59, ¶¶ 16-25 
(released Dec. 18, 2023) [hereina�er, Second Report and Order]. 
18 Reply Comments of Am. Bankers Ass’n et al., In the Matter of Targeting and Eliminating Unlawful Text Messages, 
CG Docket No. 21-402, Rules and Regulations Implementing the Telephone Consumer Protection Act of 1991, CG 
Docket No. 02-278, at 8 (filed June 6, 2023), htps://www.aba.com/advocacy/policy-analysis/joint-ltr-txt-msgs-lead-
generators [hereina�er, ABA Reply Comments]. 
19 Second Report and Order, supra note 17, at ¶ 86. 
20 ABA Reply Comments, supra note 18, at 10-11. 

https://www.regulations.gov/comment/FTC-2021-0077-0164
https://www.regulations.gov/comment/FTC-2021-0077-0164
https://www.aba.com/advocacy/policy-analysis/joint-ltr-txt-msgs-lead-generators
https://www.aba.com/advocacy/policy-analysis/joint-ltr-txt-msgs-lead-generators


bad actors from sending to consumers text messages that impersonate legi�mate companies, while at 
the same �me ensuring that text messages from legi�mate companies are not blocked.21 

Beyond crea�ng an authen�ca�on regime for text messages, the FCC should provide banks with access 
to the informa�on necessary to protect their customers from fraudulent texts. Currently, the 
telecommunica�ons industry asks that the public forward scam texts to the short code 7726, which 
spells “SPAM” on your phone. It would be very helpful for banks to have access to the spam messages in 
order to iden�fy those impersona�ng their bank and the fake phone numbers and links they are trying to 
get consumers to use.  In fact, one bank worked with telecommunica�ons companies to establish a pilot 
program whereby the bank gained access to and reviewed reported SPAM data.  The bank then used 
that data to ac�vely issue take-down requests to the relevant phone numbers and internet links that 
were in the messages so that they no longer func�oned. Unfortunately, this program was discon�nued 
because the telecommunica�on companies revoked the bank’s access to the data. 

We strongly urge policymakers ensure banks and other legi�mate businesses are allowed to access, with 
appropriate privacy safeguards, data from scam/spam repor�ng services, whether it is the 7726 data, 
the “Report Junk” data in Apple’s iMessage applica�on, or other similar scam/spam repor�ng features in 
other closed messaging applica�ons. Addi�onally, considera�on should be given to requiring all 
significant messaging services to operate a “Report Spam” feature and be required to share that data so 
that businesses can protect their customers even if these messaging providers are unwilling to do so. 

Stolen or Spoofed Social Media Accounts 

Criminals also target consumers by stealing personal social media accounts of employees of legi�mate 
businesses or building fake accounts that portray them as working for that business. In both instances, 
the brand of the company, o�en a bank, is used to grant legi�macy to the criminal’s posts or messages. 
While this is a complex problem to combat and prevent, once these “impersona�on accounts” are 
iden�fied there should be a simple, quick and free method to request that they be taken down. 
Unfortunately, no major social media company offers such a method.  

ABA strongly urges policymakers to ensure that social media companies provide a method to report 
impersona�on accounts that is free to access and to use, and that results in an expedited removal of the 
offending account. Addi�onally, we recommend that if the hos�ng company refuses to take down the 
impersona�on account, they then may be held liable for any fraud commited by that account as they 
are clearly providing the “means and instrumentali�es” and have knowledge that the account is engaged 
in fraud.  

Banks are commited to protec�ng their customers’ data and money. Our goal is to provide a safe and 
sound financial system that allows our customers to achieve their financial goals. Banks spend billions of 
dollars a year on cybersecurity and an�-fraud measures to provide one of the most secure banking 
systems in the world, but banks can’t do it alone. The technology companies that enable criminals to 

 
21 In designing an authen�ca�on framework, however, the Commission should recognize that legi�mate companies 
frequently send text messages through “short code” text messages – a five- or six-digit number registered through 
CTIA’s short-code registry that businesses use to send and receive text messages – or through a 10-digit number 
that is registered with a third-party aggregator. Short Code Registry, Frequently Asked Questions, 
htps://www.usshortcodes.com/learn-more/faq (last visited May 2, 2023). The FCC should ensure that the 
framework adopted does not interfere unduly with these texts. 

https://www.usshortcodes.com/learn-more/faq


pose as trusted agents must help as well. The criminals have realized the challenges in directly hacking 
someone’s bank account, so instead they focus on convincing customers to give them that access. This is 
made easier when a phone, text message or social media site tells a consumer they are speaking with a 
banker and not the criminal behind the screen. 

Improve Informa�on Sharing to Combat Fraud 

Given the massive scale and global reach of fraud, it is simply not possible for one bank to fight back 
alone; collabora�on is required to ensure success.  One of the most important tools banks have in 
comba�ng financial crimes is shared informa�on.  However, due to inconsistencies across financial 
ins�tu�ons, among other reasons, there are challenges in accessing ac�onable informa�on in a �mely 
manner.   

That is why ABA has been working to establish a program to help banks share informa�on that iden�fies 
ac�vity that may involve terrorist financing or money laundering, and predicate crimes like fraud.  ABA 
formed an associa�on of banks to design and develop this new informa�on-sharing exchange, which 
ABA will manage.  The goal is to encourage the sharing of informa�on in real-�me so it can reduce the 
flow of funds to criminals’ accounts and improve the quality of banks’ repor�ng.  We believe this effort 
can make a real difference in figh�ng fraud and other financial crime.  

Partnership with Law Enforcement and Regulators 

As I have discussed, the rising �de of fraud cannot be fixed by banks or technology alone. At some point, 
the criminals execu�ng this fraud need to be caught, prosecuted, and sentenced so that they no longer 
commit these crimes. ABA has a history of partnering with law enforcement and the public sector on 
educa�on and outreach ac�vi�es along with iden�fying poten�al improvements in addressing fraud.  

For example, ABA and the U.S. Postal Inspec�on Service (USPIS) are entering into a formal partnership to 
combat check fraud. It is o�en publicized that the increase in check fraud is partly due to criminals 
targe�ng the U.S. mail infrastructure by stealing mailed checks and altering (“washing”) them, leading to 
fraudulent transac�ons at banks.  

This agreement builds on our current partnership—da�ng back to early 2022—when we began joint 
training ini�a�ves to proac�vely address fraud: USPIS briefings for ABA-hosted fraud informa�on sharing 
groups, par�cipa�on in ABA webinars, and pla�orms at ABA conferences. Drawing on USPIS and ABA’s 
respec�ve resources and reach allows us to educate the public and bank and Postal employees with joint 
training and red flag alerts at a greater scale. 

ABA and USPIS will kick off this new partnership by hos�ng a free webinar for banks with the USPIS on 
ways they can collect evidence and support criminal inves�ga�ons. Following this webinar, ABA and 
USPIS will distribute co-branded materials to educate bank customers and consumers on how to spot 
and report on common check fraud ac�vity. 

ABA also applauds efforts by other agencies to educate the public regarding fraud and scams. We lead a 
commitee on the FTC’s Stop Senior Scams Advisory Group focused on the freezing and recovery of 
fraudulent transfers, are ac�ve in the Federal Reserve Bank of Boston’s Scams Defini�on and Informa�on 



Sharing Working Group and have worked with CFPB on elder fraud preven�on tools such as trusted 
contacts adop�on among depository ins�tu�ons and powers of atorney.22 

There are more opportuni�es for agencies to improve consumer educa�on about scams. For example, 
Congress established a Financial Educa�on Office in the Consumer Financial Protec�on Bureau with a 
statutory mandate to "be responsible for developing and implemen�ng ini�a�ves intended to educate 
and empower consumers to make beter informed financial decisions."23 We encourage the CFPB to 
priori�ze using this office’s resources to help consumers detect and avoid scams and would welcome an 
opportunity to work collabora�vely, as we have done with the FCC, FTC, FBI, USPIS.   

While agencies can also effect fraud preven�on through their regulatory ac�ons, we urge them to take 
care not to impede or inhibit banks’ fraud preven�on efforts. For example, recently the CFPB outlined 
changes it is considering to regula�ons implemen�ng the Fair Credit Repor�ng Act (FCRA), which could 
have a significant impact on banks’ work to detect and prevent fraud, iden�ty the�, and other financial 
crimes.24  Among these, the CFPB is contempla�ng narrowing the permissible purposes for which 
informa�on can be used under the FCRA, trea�ng consumer-iden�fying informa�on (including name, 
address, and social security number) as a consumer report subject to the FCRA, while expanding who 
could be considered a consumer repor�ng agency to poten�ally include vendors banks rely on to assist 
with fraud preven�on. Doing so could create new legal, prac�cal, and procedural difficul�es for banks 
that use this informa�on to detect and prevent fraud and crime. Indeed, a Small Business Regulatory 
Enforcement Fairness Act (SBREFA) that reviewed the CFPB’s poten�al policies for their impact on small 
en��es specifically recommended that the CFPB carefully consider the impacts on fraud preven�on and 
detec�on, iden�ty verifica�on, and law enforcement and “consider … ways to mi�gate any nega�ve 
effects.”25 It is important that the CFPB and other regulators consistently evaluate how each policy they 
consider may impact banks’ efforts to detect and prevent fraud. 

Law enforcement is a cri�cal force in preven�ng and detec�ng fraud, and ABA applauds work by the FBI, 
United States Secret Service, and FinCEN to try and freeze funds that have been transferred fraudulently. 
The FBI IC3 Recovery Asset Teams have been great partners, but we are concerned that they may lack 
capacity to engage on lower dollar frauds that are reported to the IC3 portal. We would welcome a 
partnership with them to iden�fy those cases that may not be pursued in a �mely manner to determine 
whether a public-private partnership could be created to pursue those cases and result in more funds 
being returned to consumers.  Congress has recommended similar efforts by the Treasury Department, 
as seen in a report accompanying a bipar�san Senate Appropria�ons bill approved Commitee 
unanimously, last year, which urged the facilita�on of a public-private partnership on fraud preven�on.26 

 
22 htps://files.consumerfinance.gov/f/documents/cfpb_trusted-contacts-fis_2021-11.pdf 
23 Dodd-Frank Act Wall Street Reform and Consumer Protec�on Act, 12 USC 5493 § 1013(d). 
24 CFPB, Small Business Advisory Review Panel for Consumer Repor�ng Rulemaking Outline of Proposals and 
Alterna�ves Under Considera�on (Sept. 15, 2023), htps://files.consumerfinance.gov/f/documents/cfpb_consumer-
repor�ng-rule-sbrefa_outline-of-proposals.pdf 
25 Final Report of the Small Business Review Panel on the CFPB’s Proposals and Alterna�ves Under Considera�on 
for the Consumer Repor�ng Rulemaking (Dec. 15, 2023) at 47-48, 
htps://files.consumerfinance.gov/f/documents/cfpb_sbrefa-final-report_consumer-repor�ng-rulemaking_2024-
01.pdf 
26 See page 10; htps://www.appropria�ons.senate.gov/imo/media/doc/fy24_fsgg_report.pdf 



Americans are losing billions of dollars to fraud annually. Yet, amid resource constraints and compe�ng 
demands, local law enforcement struggle to devote appropriate �me and aten�on to these cases. Given 
the levels of fraud taking place against Americans, police departments and sheriff's offices should not 
have to choose between dedica�ng personnel to violent crimes and financial fraud cases.  

Addi�onally, law enforcement personnel need more effec�ve training on addressing and responding to 
fraud allega�ons.  Fraud is a con�nually evolving landscape and new fraud typologies develop each day. 
Enforcing the law and responding to these cases requires understanding the mul�faceted strategies 
criminals employ to defraud Americans, par�cularly with respect to cybercrime.  As such, we 
recommend strengthening the rela�onship between local law enforcement and federal agencies. 

Moreover, while the losses Americans experience goes to US-based criminals, large amounts are being 
transferred overseas and poten�ally by and to those who threaten our na�onal security. The lack of a 
centralized fraud response and tracking capability within the US government hinders the ability to spot 
trends, track tac�cs, techniques and procedures, and the ability to recover funds for Americans when 
fraud has been iden�fied. Addi�onally, there is no central agency with which banks can work on 
innova�ve programs to defeat fraud and recover funds.  

Conclusion 

Banks are working every day to protect their customers from fraud by inves�ng in new technologies, 
deploying public rela�ons campaigns to educate consumers and small businesses about old and new 
scams, and partnering with law enforcement and other federal agencies on new ini�a�ves to combat 
fraud.  Yet our industry recognizes that there is more work to do, and banks can’t stop criminals by 
themselves. Every player in the fraud ecosystem must play a role; from the telecommunica�ons firms to 
the social media companies to the postal service. And we would welcome collabora�on with community 
groups who have the trust of consumers across the country. The goal of all banks is to help their 
customers have a safe and secure financial future, and ABA and America’s banks are ready to help 
protect our customers from fraud.  I look forward to answering your ques�ons. 

 

 

 


